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Abstract
The rapidly developing Web environment provides users with a wide set of rich services as varied and
complex as desktop applications. Those services are collectively referred to as “Web 2.0”, with
examples such as Google Docs, Wikipedia, Wordpress or Flickr, that allow users to create, manage and
share their content online. By switching from desktop applications to their Web equivalents more and
more data gets released online. It is the user who creates data, who shares and disseminates this data,
and who accesses it. Storing and sharing resources over a highly collaborative “Web 2.0” environment
poses new security challenges. Access control, in particular, is currently poorly addressed in such an
environment and is not well suited to the increasing amount of resources that are available online. We
propose a novel approach to access control for the Web. Our approach puts a user in full control of
their resources which may be scattered across multiple Web applications. Unlike existing authorization
systems, it relies on a user’s centrally located security requirements for those resources.
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I. I NTRODUCTION
The rapidly developing Web environment provides users
with a wide set of rich services as varied and complex as
desktop applications. Those services are collectively referred
to as “Web 2.0”, with examples such as Google Docs,
Wikipedia, Wordpress or Flickr, that allow users to create,
manage and share their content online. By switching from
desktop applications to their Web equivalents more and more
data gets released online. It is the user who creates data, who
shares and disseminates this data, and who accesses it.
Storing and sharing resources over a highly collaborative
“Web 2.0” environment poses new security challenges. Access
control, in particular, is currently poorly addressed in such
an environment and is not well suited to the increasing
amount of resources that are available online. We propose a
novel approach to access control for the Web. Our approach
puts a user in full control of their resources which may be
scattered across multiple Web applications. Unlike existing
authorization systems, it relies on a user’s centrally located
security requirements for those resources.
II. P ROBLEM STATEMENT
In contrast to desktop systems, the “Web 2.0” environment
does not allow use of a single access control (authorization)
mechanism, single policy language or single management tool
for various Web applications. Authorization is often tightly
bound to a Web application and has limited flexibility in terms
of its configuration or adaptation to particular user’s security
requirements [1]. Access control policies are composed in incompatible policy languages and are maintained separately at
every Web application. Heterogeneity and distribution of those
policies poses problems in introducing new rules or modifying
existing ones. More advanced custom access control solutions
require modifications on the client side and cannot be easily
adopted on a larger scale.
Recently proposed approaches do not fully address shortcomings of authorization in the “Web 2.0” environment. Lockr
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[2] is an access control system based on social relationships
that separates content delivery and sharing from managing
social networking information. Users are able to maintain
a single social network and base Access Control Lists for
different applications on social relationships. The Menagerie
system [3] facilitates organization and sharing of collections
of Web service objects. Such heterogeneous Web services
expose access operations through a well-defined API and can
be mounted into a local file system namespace.
Neither of the described approaches addresses the previously identified shortcomings in authorization for the Web.
Lockr focuses on social relationships only. It does not define
a generic model of authorization that can be plugged in
to various Web applications and provide arbitrarily complex
access control for heterogeneous and distributed resources.
Menagerie, on the other hand, restricts access to Web resources
through its Menagerie File System component.
III. A PPROACH
We propose a novel user-centric authorization system for
the “Web 2.0” environment that is able to address all of the
previously identified shortcomings in existing authorization
solutions. Our proposal puts a user in full control of their
resources and relies on a user’s centrally located security
requirements for those resources.
A. Proposed Architecture
Our system is built on the concept of centrally expressed
user’s security requirements that are applied to a user’s
distributed Web resources. Such security requirements are
expressed in form of access control policies and are stored
and evaluated in a specialized component. We refer to this
component as Security Provider (SP). A user delegates access
control functionality from their Web applications to a Security Provider using a well-defined API. Architecture of the
proposed system is depicted in Fig. 1.
A Security Provider allows a user to define access control
policies for their online resources in a uniform way irrespective
of the Web application that hosts those resources. It makes
access control decisions based on those policies. It provides
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Fig. 1.

User-centric access control system for the Web.

functionality of policy administration and policy decision
points, such as those specified in [4].
In our proposal a particular Security Provider is chosen
and controlled by a user. We base our concept on that used
in OpenID [5] where a user chooses their preferred Identity
Provider according to their requirements and preferences. In
our system such requirements may include available policy
languages, policy editors or policy management tools.
Access control functionality of a Security Provider is used
by a user’s chosen set of Web applications. Those applications
delegate authorization using a well-defined API and are only
concerned with enforcing access control decisions.
Establishing trust relationships between Web applications
and a Security Provider and composing security policies is
done with the use of a Web browser. Interactions between
components of the architecture use HTTP as the transport
protocol and conform to the REST architectural style.
B. Interactions
In our system a user interacts with the Web as usual
and must only complete two simple steps of an initialization
phase. At first, a user registers with their preferred Security
Provider. Secondly, a user configures their chosen set of
Web applications to delegate access control for all or part
of a user’s resources to this component. Such configuration
involves providing a URL of a user’s Security Provider.
A user interacts with their Web applications in a usual way
by creating new data or uploading existing data. When access
control needs to be applied to a resource, a user is redirected to
their preferred SP. Either new rules are specified or an already
composed policy is applied to a resource.
Access requests to Web resources are performed as usual.
Authorization decisions are made by a Security Provider and
are enforced by Web applications. Communication between
Web applications and a Security provider is based on a simple
request/response protocol and is transparent to a user.
C. Advantages
We recognize numerous advantages of our user-centric
access control system for the Web:
1) A user is empowered to express their security requirements in a uniform way and store them in form of access
control policies in a central location. Those policies can
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be applied to heterogeneous and distributed resources
hosted by different Web applications;
Access control rules are composed and stored centrally
which gives a user means to easily introduce new rules
or change existing ones with minimum effort. Additionally, a user is given a consolidated view of the applied
security mechanisms across multiple Web applications;
Management of access control policies is simplified
through policy reusability. When a resource is moved
from one Web application to another then the same
policy can be applied with minimum effort;
A user can choose their preferred Security Provider
which meets a user’s requirements in terms of available
policy languages, policy editors or policy management
tools;
Our architecture does not require any modifications on
the client side and relies on well-accepted technologies.
IV. C ONTRIBUTIONS

Our work presents a novel authorization system that fits
precisely in the highly collaborative “Web 2.0” environment.
In our system a user creates and shares content as before using
various Web applications, but is additionally empowered to
flexibly control access to their increasing amount of online
resources. Permissions to data are managed in a central
location and applied to resources which can be scattered across
multiple Web applications.
We externalize authorization from Web applications and
encapsulate it in form of an easily pluggable Web service.
With this we aim to show that not only functional but also
non-functional parts of Web applications should be provided
in the form of services that work in a similar way to the Web
itself. We believe that there is scope for providers of such
services. Well-defined interaction sequences and interfaces of
such services as the proposed access control should facilitate
their adoption among Web applications.
V. P ROGRESS AND F UTURE W ORK
We have implemented a prototype Security Provider. We are
currently implementing authorization plugins for the Wordpress blogging platform, the MediaWiki software that is used
by Wikipedia, and our custom Web storage service.
Our immediate plans include defining the API of the SP
component and the access control API for Web applications.
Additionally, we plan to define the interaction sequences
between different components of the proposed architecture.
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