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Abstract. Despite their popularity and widespread use, wireless sensor networks (WSNs) are vulnerable to different types of attacks due to their low energy consumption, simplicity and scalability constraints. This paper explores the
possible network-layer attacks on WSN routing protocols. In addition, it proposes a comprehensive method for measuring the impact of network-layer attacks on WSNs. Moreover, it introduces a new network-layer attack – called
‘abandonment attack’ – on one such WSN routing protocol, the low-energy
adaptive clustering hierarchy (LEACH) protocol. Last, it measures the impact
of the abandonment attack on the LEACH protocol. In the end, this paper finds
that the abandonment attack increases the collision rate and the end-to-end delay on the LEACH protocol and decreases the network lifetime.
Keywords: LEACH, Routing protocols, Security, Performance, Network attacks.
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Introduction

Wireless sensor networks (WSNs) grew in popularity after the emergence of internet
of things (IoT) technology due to their unique properties of being cheap, simple, scalable and low in energy consumption. However, having such properties renders WSNs
vulnerable to a wide range of attacks on all network layers: the physical layer, the
data link layer, the network layer, the transport layer and the application layer. Therefore, attacks on WSNs should be examined and analysed to determine appropriate
detection and prevention solutions. This study introduces a new network-layer attack,
abandonment attack, on one specific WSN protocol: the low-energy adaptive clustering hierarchy (LEACH) protocol. The study examines the attack’s impact on the
LEACH protocol over various network settings (i.e., attack scenarios) to detect the
influence of certain network properties, such as the malicious node location and the
base station location, on the impact of the attack. This makes the study results more
precise and nuanced.
The remainder of the paper is organised as follows: the background provides a
brief overview of LEACH protocol and outlines current network-layer attacks on
WSNs. The literature review surveys different related studies, proposes a comprehensive method for measuring the impact of network-layer attacks on WSNs and com-

2

pares the current study with the literature. The abandonment attack section gives a
theoretical explanation of abandonment attack. The simulation environment section
provides details about the simulation settings and lists the attack scenarios. The results
and evaluation section presents and analyses the impact of abandonment attack on the
LEACH protocol. Finally, the paper ends with a conclusion and some suggestions for
future work.
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Background

2.1

The Low-Energy Adaptive Clustering Hierarchy (LEACH) Protocol

LEACH is a continuous protocol in which the sensor nodes periodically send their
data to the base station – the base station does not query the sensor nodes for any data.
It operates on rounds that keep running until all the sensor nodes on the network are
dead. Each round is composed of a setup phase and a steady phase. In the setup phase,
the sensor nodes form a collection of clusters – each one of which has a sensor node
as its cluster head and multiple sensor nodes as child nodes. In the steady phase,
which is composed of multiple time frames, the child nodes send their data to their
correspondent cluster head. The cluster heads aggregate the data received from their
child nodes and forward them to the base station at the end of every time frame. The
steady phase keeps running until a new round begins with a new cluster setup. Having
new cluster heads in each round deters the network from having dead cluster heads,
allowing it to live longer.
The setup phase of the LEACH protocol is composed of the following steps: 1) determining cluster heads, 2) announcing cluster heads, 3) joining clusters, 4) creating a
transmission schedule and 5) advertising the transmission schedule. In the first step,
determining cluster heads, if all the nodes in the network have the same initial energy,
a threshold value of T(n, k, r) is calculated by all the nodes in the network according
to Equation 1. Here, n is the total number of nodes in the network, k is the maximum
number of clusters in the network and r is the number of rounds that have passed.
However, if the nodes have variant initial energies and a different threshold value,
T(!" , !$%$&' , () is calculated by all the nodes in the network according to Equation 2.
Here, !" is the energy of the node, !$%$&' is the total energy for all the nodes in the
network and k is the maximum number of clusters in the network.
T (n, k, r) = )/(, − ) ∗ (/ 123 ,/)))

(1)

T (56 , 57879: , )) = 56 ∗ ) / 57879:

(2)

Next, all the nodes that have not been cluster heads for the past n/k rounds will
choose a random value x from 0 to 1; if the node has been a cluster head, x will be 0.
In the end, if x is less than the threshold, and the number of cluster heads in the network is less than k, the node will become a cluster head and will go to step two, announcing cluster heads, to announce itself as a cluster head by broadcasting an ADV
message using a non-persistent carrier-sense multiple access (CSMA) MAC protocol.
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Here, CSMA means that the cluster heads sense the channel to check if there is another transmission before broadcasting the ADV message. If the node has not become a
cluster head, it will go to step three, joining clusters, where it will listen for the ADV
messages from the cluster heads and then send a join request message (Join-REQ) to
the cluster head that has the strongest AVD signal (i.e., the closest cluster head) using
a non-persistent CSMA MAC protocol. The node will then wait for a transmission
schedule from its correspondent cluster head.
Once all the Join-REQ messages are sent, steps four and five will start, respectively. In other words, the cluster heads will create a transmission schedule and then advertise it by broadcasting an ADV-SCH message to their child nodes. This transmission schedule will eliminate internal collisions within the cluster by providing time
division multiple access (TDMA) between the child nodes in the cluster. In addition
to TDMA, a code division multiple access (CDMA) will be used by each cluster to
avoid external collisions with other clusters in the network. Hence, when a cluster
head and its child nodes exchange messages, they will spread their signals over a
unique spreading code using a direct sequence spread spectrum (DSSS). Any messages that are spread over a different code will be considered as noise; thus, the message
signals of one cluster will not collide with the message signals of another cluster.
After that, the setup phase ends and the steady phase begins. In the steady phase,
the child nodes send their data in a DATA message to their correspondent cluster
heads according to the transmission schedule of their cluster. The data will be sent
using CDMA MAC protocol, which eliminates the collision rate and reduces the
packet delay. Once a cluster head receives data from all its child nodes, it will aggregate the data into one message and transmit it to the base station using non-persistent
CSMA MAC protocol. This transmission process will keep repeating itself until a
new setup phase begins or until the end of the network lifetime.
In LEACH protocol, when the sensor nodes communicate with the base station or
send an ADV message, they only use CSMA to sense whether the channel is ideal
before transmitting. Thus, collision might occur when two nodes sense the channel at
the same time, and both find it idle. Also, the packet delay increases when there are a
high number of nodes using the channel. Yet, when the sensor nodes communicate
with their cluster heads, they use CDMA and TDMA, which eliminates the collision
rate and reduces the packet delay [1].
2.2

Network Layer Attacks on WSNs

Due to their widespread use and design simplicity, WSNs have become a tempting
target for attackers and, hence, a trending research topic for many security experts. In
one study about security measurements in WSNs, Xie et al. [2] listed the five network
layers of WSNs (the physical layer, the data link layer, the network layer, the
transport layer and the application layer) and their associated threats and identified
eight specific attacks against the network layer:
• Replay attack. The attacker catches a legitimate packet and re-sends it to different
nodes in the network to consume their energy.
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• Sybil attack. A malicious node possesses different identities and tricks a genuine
node into falsely believing that it has multiple neighbours.
• Blackhole attack. A malicious node does not forward the packets it receives to
their intended destinations.
• Grayhole attack. A malicious node does not forward some of the packets it receives to their intended destinations. This attack is also referred to as a ‘selective
forwarding attack’.
• Wormhole attack. Two malicious nodes in two remote locations form a tunnel
between each other to forward legitimate packets to a different part of the network.
This attack is considered to be particularly dangerous because it can forward legitimate packets without compromising any cryptography techniques.
• Sinkhole attack. A malicious node prompts the surrounding nodes to send it their
packets by advertising a stronger signal and faster route. This attack is often used
in conjunction with other types of attacks, such as blackhole and grayhole. Nevertheless, it differs from blackhole and grayhole attacks because in these attacks, the
attacker does not change the route of the packets and may only discard the packets.
However, in a sinkhole attack, the attacker may not discard the packets and may
only increase the end-to-end delay.
• Hello flood attack. This attack targets routing protocols with hello messages (such
as the LEACH protocol in Section 2.1, where cluster heads advertise themselves so
that other nodes mark them as heads and forward their packets to them). In this attack, a malicious node will advertise itself as a cluster head, prompting other nodes
to forward their packets to it.
• Spoofing attack. The attacker alters the routing information to increase end-to-end
delays.
Alajmi, Pathan et al. and Goyal et al. described similar possible network layer attacks in [3], [4] and [5], respectively. Goyal et al. [5] also included acknowledgment
of spoofing as a possible attack. In this method, the attacker sends a replayed or
forged acknowledgment to deceive a genuine node into believing that a dead node is
alive or that a weak link is strong.
Karlof and Wagner [6] evaluated the possibility of different attacks against multiple routing protocols. Their study mainly focused on Berkeley’s TinyOS sensor platform. Error! Reference source not found. summarises the list of attacks they evaluated against each protocol (‘bogus routing information’ refers to spoofing and replay
attacks, and ‘selective forwarding’ includes both blackhole and grayhole attacks). In
Table 1, one notices that they claimed that clustering-based protocols, such as
LEACH, were only subjected to selective forwarding and hello flood attacks. Yet
according to the LEACH description in Section 2.1, it appears that compromised cluster heads could perform Sybil and wormhole attacks. This is perhaps because the
authors assumed that all the cluster heads were benign.
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Table 1. Attacks against select routing protocols [6]

Protocol
TinyOS beaconing

Relevant Attacks
Bogus routing information, selective forwarding, sinkhole, Sybil, wormhole, hello flood
Directed diffusion and its Bogus routing information, selective forwardmultipath variant
ing, sinkhole, Sybil, wormhole, hello flood
Geographic routing
Bogus routing information, selective forward(GPSR, GEAR)
ing, Sybil
Clustering-based protoSelective forwarding, hello flood
cols (LEACH, TEEN,
PEGASIS)
Rumour routing
Bogus routing information, selective forwarding, sinkhole, Sybil, wormhole
Energy-conserving toBogus routing information, Sybil, hello flood
pology maintenance
(SPAN, GAF, CEC, AFEA)
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Literature Review

It is important to consider the studies that examine WSN performance while under
attack to find appropriate ways to analyse such attacks. The first such study is by
Almomani et al. [7]; it examined LEACH protocol performance under hello flood,
grayhole, blackhole and scheduling attacks. Scheduling attacks are a new type of
attack that the aforementioned researchers introduced in their paper. Here, a malicious
cluster head in the LEACH protocol amends the packet transmission time of its child
nodes so that all its child nodes send their packets at the same time, causing an intentional collision. In their study, the researchers simulated the attacks using an NS-2
simulator on one fixed network topology composed of 100 nodes and five cluster
heads. The simulation of the attacks was performed with three different levels of
compromised nodes in the network: 10%, 30% and 50%. After the simulation, the
effects of the attacks on the network were presented using three matrices (packet delivery ratio, network lifetime and consumed energy). Overall, they found that the
flood attack decreased the network lifetime and the packet delivery ratio. The blackhole, grayhole and scheduling attacks increased the network lifetime and decreased
the packet delivery ratio.
Ioannou et al. [8]1 measured the impact of grayhole, grayhole plus sinkhole and
hello flood attacks on a weighted shortest path (WSP), a protocol that propagates
messages between nodes through a path that is built based on the nodes’ distances
from the final destination and the nodes’ signal strength, respectively. In this study,
they used a COOJA simulator to model the attacks on two network topologies com1

The researchers used different labels to name the attacks in their study.
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prised of 25 nodes each. One topology located the base station in the middle of the
network, whereas the other topology had the base station at the edge of the network.
All the simulation scenarios contained only one malicious node. However, they simulated the attack 25 times (the number of nodes in the network), with each simulation
having a different malicious node location. The researchers found that in grayhole
attacks, packet loss was highly significant if the malicious node was next to the base
station. However, its significance decreased dramatically when the malicious node
was further away from the base station. They also noted that the network topology
with the base station at the edge was more affected by the grayhole attack than the
network topology with the base station in the middle. In addition, they found that a
combined grayhole and sinkhole attack always had significant packet loss regardless
of the malicious node location or the base station location (because in a sinkhole attack, a malicious node deceives other nodes into sending it their packets). In the hello
flood attack, the results were arbitrary for the different malicious node locations.
Salam et al. [9] used an NS-2 simulator to analyse the impact of a hello flood attack on an ad hoc on-demand distance vector (AODV) protocol. This protocol is similar to directed diffusion protocol, a well-known WSN protocol, but it allows a source
node to build a route to a destination node only when necessary and does not maintain
routes that are not currently in use. In the study, a hello flood attack was simulated on
one fixed network topology of 100 nodes with one, four, five and six malicious nodes.
The network throughput and packet delay matrices were used to measure the impact
of the hello flood attack on the WSNs. The results showed that as the number of malicious nodes increased, the packet delay increased and the throughput decreased.
Lastly, Baskar et al. [10] used an NS-2 simulator to simulate a sinkhole attack on a
tree-based routing protocol that is described in their paper. The researchers used energy consumption, throughput and a packet delivery ratio as matrices to measure the
impact of sinkhole attacks in different attack scenarios that varied in network size,
number of malicious nodes, location of malicious nodes and power of malicious
nodes. The results showed that the impact of a sinkhole attack did not change with the
change in the network size; however, it increased with the increase in the number of
malicious nodes or with the increase of the power of the malicious nodes. Also, the
impact of the sinkhole attack increased when the malicious node was closer to the
base station.
Table 2 summarises the aforementioned studies. The table shows the protocols, attacks, impact matrices and number of topologies used in the studies. In addition, it
indicates whether the studies covered different amounts of malicious nodes, different
malicious node locations and different malicious node powers. Based on this data,
four parameters impacted the results of the cited studies and must be taken into consideration when an attack is being simulated: 1) the network topology (i.e., location of
the base station), 2) the number of malicious nodes, 3) the location of the malicious
nodes and 4) the power of the malicious nodes. Also, there are several ways to measure the impact of an attack on WSNs. These include packet delivery ratio (PDR),
energy consumption (EC), network lifetime (LT), throughput and packet delay.
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Table 2. Literature review with comparison of the present study

Ref.

Protocol Attacks

Impact Matrices

Different
Location of
Malicious
Nodes

Different
Power of
Malicious
Nodes

PDR, EC, LT

Network Different
Topology Number
of Malicious
Nodes
One
Yes

[7]

LEACH

Blackhole, grayhole,
hello flood, scheduling

No

No

[8]

WSP

Grayhole, sinkhole plus
grayhole, hello flood

PDR

Two

No

Yes

No

[9]

AODV

Hello flood

One

Yes

No

No

TBR

Sinkhole

Throughput and delay
PDR, EC, throughput

[10]

One with
two different
sizes
Two

Yes

Yes

Yes

Yes

No

Yes

This
LEACH
paper

Abandonment

PDR, throughput,
delay, LT, EC
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It is, however, advisable to look at all these matrices when an attack impact analysis is
being conducted, as looking at the results of [10] and [8], there is a contrast in their
results that could be due to the different impact matrices used in the studies. In [10],
the researchers stated that the significance of the sinkhole attack increased when the
malicious node moved closer to the base station, whereas in [8], the researchers stated
that the sinkhole attack had a significant impact on the network regardless of the location of the malicious node. This contrast could be because in [8], they only considered
the packet delivery ratio, whereas in [10], they considered the energy consumption,
throughput and packet delivery ratio.
Table 2 also shows the difference between the present study and the literature. This
study introduces the abandonment attack – a new network layer attack on the LEACH
protocol – and measures its impact on the LEACH protocol’s PDR, EC, network LT,
throughput and end-to-end delay. In addition, this study uses different attack scenarios
to show the influence of the network topology, number of malicious nodes and power
of the malicious nodes on the analysis results.

4

Abandonment Attack

This study introduces a new network layer attack on the LEACH protocol: abandonment attack. In this attack, a malicious cluster head sends an ADV message to announce that it has become a cluster head. It then receives Join-REQ messages from
child nodes. Instead of creating a legitimate transmission schedule, it creates a fake
transmission schedule full of fake node IDs to deceive its child nodes into thinking
that they do not have a transmission time. This being done, the child nodes transmit
their data directly to the base station using a non-persistent CSMA MAC protocol,
which causes them to consume more energy because the base station is far from these
nodes, and sending data to a far location is energy consuming. It also increases both
the collision rate and the transmission delay since the number of nodes directly connected to the base station increases. That is because all these nodes that are directly
connected to the base station transmit their signals using CSMA, in which the nodes
keep sensing the channel until it is ideal to transmit their signals – if two nodes transmit their signals at the same time, a collision occurs. This is unlike when the child
nodes are connected to a cluster head, where they use TDMA and CDMA to avoid
inter-cluster and intra-cluster collisions and to minimise the transmission delay.

5

Simulation Environment

The attack was simulated using an NS-2.34 simulator on top of Wendi Heinzelman’s
code of LEACH protocol [11]. The attack was run over different simulation scenarios
to capture the influence of some network properties (i.e. base station location, number
of malicious nodes and power of malicious nodes) on the impact of the attacks. This
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explains

these

different

scenarios

in

Fig. 1. Malicious node locations

Fig. 2. Base station locations

Table 3 shows the general proprieties that are shared across all the scenarios.
Table 3. General simulation properties

Network Properties
Network size
Number of nodes
Maximum number of clusters
Data size2
Header size
Network bandwidth
2

100 m × 100 m
100 nodes
5 clusters
500 bytes
25 bytes
1 Mbps

NS-2 does not send real packets; therefore, the data size and the header size are fixed.

detail.
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Round duration (cluster change)
Simulation time
Sensor Properties
Sensor type
Idle energy
Sleep energy
Beam-forming energy
Transmit amplifier energy
5.1

20 seconds
500 seconds
µAMPS
0
0
5e-9 J/Bit
9.67e-12 J/Bit/! "

Scenario I: Different Malicious Node Percentages

In this scenario, the LEACH performances under attack with 0%, 10%, 20% and 30%
malicious nodes in the network are compared. The base station is located at the top of
the network at point (50, 175), and all the sensor nodes have an initial energy of two
joules. Fig. 1 shows the locations of the malicious nodes in the network.
5.2

Scenario II: Different Base Station Locations

This scenario compares the LEACH performance under attack when the base station
is located in the middle of the network at point (50, 50) with the LEACH performance
under attack when the base station is located at the top of the network at point (50,
175). All the sensor nodes in this scenario have an initial energy of two joules, and the
percentage of malicious nodes in the network is 10%. Fig. 2 shows the locations of
the base station.
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5.3

Scenario III: Malicious Nodes Have Higher Energy

This scenario compares the LEACH performance under attack when the malicious
nodes have an initial power that is equal to the genuine sensor nodes, which is two
joules of energy, with the LEACH performance under attack when the malicious
nodes have a higher power than the genuine sensor nodes, which is 200 joules of energy. Based on the LEACH protocol explanation in Section 2.1, the cluster head selection process will be different when the nodes in the network have different initial
powers. Thus, the nodes with a higher power will have a higher probability of becoming a cluster head. In any case, the location of the base station in this scenario is at the
top of the network at point (50, 175), and the percentage of malicious nodes in the
network is 10 %. Fig. 1 and Fig. 2 show the locations of the base station and the malicious nodes.

Fig. 1. Malicious node locations

Fig. 2. Base station locations

12

6

Results and Evaluation

In the LEACH protocol, the effect of an attack cannot be measured by only looking at
the results of a single run, for two reasons. First, the cluster head locations and the
number of child nodes in each cluster have a major effect on the performance matrices in the LEACH protocol. Second, the cluster head locations and the number of
child nodes in each cluster change with every round in a single LEACH run. Hence,
each run of the LEACH protocol will have different cluster head combinations and
will yield different performance matrices. So, to measure an attack impact on the
LEACH protocol, the attack simulation must be run multiple times and the average
impact must be found. Therefore, the results in this section are the average of the
results of three LEACH runs.
The rest of this section presents the impact of abandonment attack on LEACH performance over three attack scenarios through the following matrices: packet delivery
ratio, throughput, end-to-end delay, energy consumption and number of live nodes.
These matrices use the following measurement units, respectively: percentage, 1.25
kilobytes per second, seconds, joules and nodes.
6.1

Scenario I Results

Fig. 3 shows the impact of the abandonment attacks on the LEACH protocol over
different percentages of malicious nodes in the network. The figure reveals that the
PDR, throughput and the number of live nodes decrease with the increase in the percentage of malicious nodes in the network. However, both the end-to-end delay and
energy consumption level rise with the increase in the percentage of malicious nodes
in the network. Though the concept that the end-to-end delay increases while the
throughput decreases is questionable, it becomes very logical when the behaviour of
the nodes during the attack is analysed. During the attack, the abandoned child nodes
try to connect directly to the base station through a non-persistent CSMA MAC protocol. Therefore, the delay increases because the nodes’ packets are delayed on the
MAC layer, as they must wait for the channel to be clear before they are sent. In contrast, the throughput, which is measured by the number of delivered bits per second,
decreases because only one packet can keep the whole channel busy. Without the
abandonment attack, the nodes join different clusters and use CDMA and TDMA to
send multiple packets at the same time with minimal delay. In addition, Fig. 3 illustrates that the energy consumption level increases with the increase in the percentage
of malicious nodes in the network. This is because the increase in the number of the
malicious nodes increases the possibility that a malicious node will become a cluster
head. Hence, more nodes will be abandoned and will connect directly to the base
station. Unlike the nodes that are connected to a cluster head, the nodes that are connected to the base station will always be awake and never go to sleep, causing them to
consume more energy.
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6.2

Scenario II Results

Fig. 4 displays the impacts of the abandonment attacks when the base station is in the
middle of the network and when the base station is at the top of the network. When
the base station is at the top of the network, the abandonment attack has lower impact
on the end-to-end delay. This is because when the base station is in the middle, and
many abandoned nodes are sending their packets directly to the base station using
non-persistent CSMA MAC protocol, the channel is busy most of the time and subjected to a lot of noise. However, when the base station is located at the top, the channel has less noise, causing the impact on the delay to be lower. Further, there is fluctuation in the PDR of the LEACH when the base station is in the middle. This fluctuation is because the performance parameters are logged every 10 seconds, with a new
cluster head nomination process beginning every 20 seconds.

Fig. 3. Abandonment attack results – Scenario I
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6.3

Scenario III Results

The LEACH protocol has two variations. In the first one, the nodes’ energy is not a
parameter in the cluster head nomination process. In the second one, the nodes’ energy is a parameter in the cluster head nomination process. Fig. 5 exhibits the impact of
the abandonment attack on the second variation of the LEACH protocol and compares
it to the impact of the attack on the first variation. Here, the ‘power abandonment
attack’ refers to the second variation of LEACH, with the malicious nodes having a
higher energy than the genuine nodes. The ‘abandonment attack’ refers to the first
variation of LEACH, with the malicious nodes having an energy equal to the genuine
nodes. In the power abandonment attack, only malicious nodes can be cluster heads
because they have more energy than the genuine nodes. Therefore, in every round, all
the child nodes are abandoned, leading to low PDR and throughput at all times.
Moreover, in the power abandonment attack, the energy consumption level rises rapidly while the number of live nodes declines sharply. However, the number of live
nodes stops decreasing when it reaches 10 nodes, as this is the number of malicious
nodes in the network. These nodes have higher energy than all the other nodes, therefore they do not die quickly. They are, also, the reason why the network has a long
lifetime and the end-to-end delay never drops below 0.8 seconds. Still, the end-to-end
delay decreases gradually with the decrease in the number of live nodes in the network.
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Fig. 4. Abandonment attack results – Scenario II
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Fig. 5. Abandonment attack results – Scenario III

7

Conclusion

The study results elicit several points. First, the abandonment attack increases the
collision rate, end-to-end delay, and the energy consumption level. Also, it decreases
the PDR, throughput, and number of live nodes in the network. Second, in spite of the
abandonment attack, the LEACH protocol maintains its property of having better
performance when the base station is in the middle of the network. Yet, the impact of
the abandonment attack on the end-to-end delay is higher when the base station is in
the middle of the network. Third, in an abandonment attack, when the malicious
nodes have higher energy then the genuine nodes in the network, they have a higher
probability of becoming cluster heads than the genuine nodes, leading the impact of
the attacks to be higher.
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8

Limitations and Future Work

In this study, the locations of the malicious nodes are static in all the attack scenarios.
Hence, the influence of the location of the malicious nodes in the network is not captured. Furthermore, this study only gives the average result of three LEACH runs
without providing the variance between the three results. Although we haven’t notice
any major variation between the results, finding the variance well help strengthen the
findings of this study.In future work, different locations for the malicious nodes might
be considered. Moreover, the attacks’ performance matrices could be fed to some
machine-learning classifiers, such as the random forest classifier and multi-layer perceptron classifier, to derive the hidden relations between the attacks and the network
performance anomalies. Doing this will help researchers to create attack detection
rules for WSN intrusion detection systems (IDSs).
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